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Abstract Combining the advantages of both blockchain and database technologies, this paper proposes a blockchain-based verifia-
ble data management approach. Unlike existing works, this approach does not require changes to the existing database storage
mode,allowing for verifiable queries and data traceability without changing the performance and structure of the original data-
base,thus better suiting various application scenarios. Firstly,a two-phase commit protocol is adopted to design an interaction
model among users,the database,and the blockchain,along with an efficient data synchronization mechanism to ensure the ato-
micity of transactions between the blockchain and the database. Secondly,an index tree structure based on data attribute encoding
is introduced to support accurate,complete, and efficient verifiable queries on the blockchain. Finally, comprehensive theoretical
analysis and performance evaluations are conducted. In terms of security,it achieves data tamper-resistance and user privacy pro-
tection. In terms of system effectiveness,it ensures consistency between blockchain and database data. In terms of system efficien-
cy.it reduces storage space by about 90% and improves query verification efficiency by approximately 77% compared to other
typical works.
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1. codes<— EncodeQuery(Q)

2. trapdoor<—GenerateTrapdoor(codes)
3. for each node intree_index:

4. if BloomCheck(trapdoor) :

5. if node. is_leaf:

6. if VerifyMerkleTree(node) :
7. R<RU {node. data}

8. v<CreateProof(node. data)
9. VO<VO U {v}

10. end

11. else:

12. break;

13. rerurn (R, VO)
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1. Function buildTree(k, min, max,level)

2. if level==k:

3 return newTreeNode(min,max,k,level)
4 mid<-(min+max) / 2

5 node<— new TreeNode(min,max,k,level)
6. node. left <= buildTree(k,min,mid,level 1)
7 node. right <= buildTree(k, mid+1,max,level +1)
8 return node

9. Function {indDataCode(root,data,result)

10. if root=null:

11. return

12. if data= root. start and data << root. end:
13. addroot. code to result

14.  if root. left and data <<=root. left. end:

15. findDataCode(root. left,data,result)

16. if root. right and data = =root. right. start:
17. findDataCode(root. right,data, result)
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Fig. 8 Query delay(ETH)
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