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Abstract. The Internet of Things (IoT) is gaining popularity in smart
cities, healthcare, and industry. To ensure secure and trusted data shar-
ing, permissioned blockchains are emerging as crucial technology. When
deployed in IoT scenarios, numerous edge nodes generate substantial
sensor data. However, most existing blockchains are not designed for
this, resulting in insufficient performance. 1) Traditional consensus pro-
tocols lack scalability, particularly when edge nodes are geographically
distributed, which restricts overall performance. 2) Edge nodes receive
transactions from multiple sensors at high rates, but their limited com-
puting power makes providing or validating certificates of these transac-
tions a bottleneck. 3) Edge nodes have limited storage capacity, making
it challenging to manage the growing IoT data.

To address these issues, we propose HIChain, a IoT permissioned
block-chain. HIChain adopts a three-layer architecture for better scalabil-
ity in geo-deployment. To reduce computational costs, only a portion of
transactions are provided with certificates, and additional measures are
implemented to prevent Byzantine faults. Additionally, we use dictionary
and delta encoding techniques, along with cloud storage, to reduce stor-
age costs on edge nodes. Experimental results show that HIChain effec-
tively reduces consensus overhead and storage overhead in distributed
environment. Throughput reaches up to 126.49 KTPS, 120.94% higher
than the baseline, with on-chain storage cost reduced by 89.9%.
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1 Introduction

With the spread of the Internet of Things (IoT) and advancements in network
connectivity technologies, IoT devices can be connected flexibly and efficiently,
driving rapid progress in IoT fields including smart cities [1–3], IoT-healthcare
[4], Internet of Vehicles [5] and industrial applications [6], the data generated
by the sensors is used for monitoring, analysis and prediction [7]. With the
development of these applications, the number of sensors and the amount of IoT
data is increasing. For example, in the 85 Information IoT Platform [8], telemetry
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data from photovoltaic sensors must support real-time access, processing, and
storage for at least 50,000 devices with a total of 4 million measurement points.
The daily increase of huge amount of sensor data presents significant challenges
for data replication and storage.

Additionally, a critical requirement of IoT is ensuring that data are ver-
ifiable, secure, and trustworthy. For example, in supply chains, guaranteeing
the authenticity and quality of products can reduce substantial intermediary
costs [9]. Consequently, blockchain, as a specialized distributed ledger, provides
an effective solution for conducting IoT transactions securely and verifiably. In
recent years, blockchain has been rapidly applied in various IoT fields, including
product traceability [10], supply chain [11], and other IoT scenarios [12,13].

Fig. 1. Traditional IoT blockchain architecture.

However, these solutions that apply blockchains to IoT have poor perfor-
mance due to the limited scalability of the underlying blockchains.

Firstly, achieving consensus on numerous widespread IoT devices leads to
significant network overhead. As shown in Fig. 1, geo-distributed IoT devices
(among cities and data centers) receive metric data from nearby sensors and
form a block. These IoT devices then exchange the block using a consensus
protocol (such as PBFT [14] or Raft [15]), and propagate the block to edge
nodes. The edge nodes act as proxies to accelerate communication between IoT
devices and store the entire blockchain. As the number of edge nodes and IoT
devices increase, the performance of consensus protocols decreases and can be a
bottleneck under high sending rates.

Moreover, the blockchain system needs a lot of computing resources to ensure
security. In the traditional blockchain system, to provide the verifiability of data,
the sensor signs each transaction before sending it to the edge node. Then the
edge node independently verifies these data signatures locally. Signing and veri-
fying the signature will generate a lot of calculation costs. In addition, an edge
node receives a large number of transactions from multiple sensors at the same
time, and it needs to verify each transaction signature, which leads to huge
computational overhead. When the computing performance of the edge node is
insufficient, it may become the bottleneck of the system.

In addition, due to the limited storage capacity of edge nodes, the com-
plete storage of blockchain to edge nodes will generate huge storage pressure.
In traditional permissioned blockchains that use consensus protocols such as
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PBFT, nodes participating in the consensus need to save a complete copy of
the blockchain. However, it is not realistic for edge nodes to store a complete
blockchain. On the other hand, the blockchain will additionally store informa-
tion such as block signatures and block Merkle trees for verification, further
increasing the storage burden of edge nodes.

To solve the above problems, (2) we group edge nodes based on their geo-
graphical regions, where each group uses PBFT to prevent Byzantine edge nodes
and IoT devices, reducing network overhead. (2) Drawing inspiration from the
widespread use of batch processing, each sensor generates and signs data in
batches rather than individually, reducing the signature and validation overhead
on IoT devices and edge nodes. (3) To reduce the storage overhead, edge nodes
store their blockchains on high-availability cloud storage, we also adopts online
analytical processing (OLAP) compression [16] based on the characteristics of
IoT data.

The contributions of this paper can be summarized as follows:

• We introduce a three-layer hierarchical permissioned blockchain architecture
of IoT data to reduce the network overhead of edge nodes, supporting parallel
consensus processing among groups.

• We design an periodic signature strategy to reduce the computational over-
head of providing data signatures by IoT devices and verifying data signatures
by edge nodes.

• We design a lightweight hierarchical storage architecture for IoT data to
relieve the storage pressure of edge nodes and introduce OLAP compression
strategy according to the characteristics of IoT data to reduce the overhead
of on-chain storage and improve the utilization rate of cloud storage.

2 Related Work

Table 1 presents related works on the application of IoT blockchains. To achieve
quality of service (QoS) for real-time task execution on mobile edge devices,
COOPER-SCHED [17] proposes a collaborative scheduling framework. Tong et
al. [18] propose a hierarchical edge-cloud architecture and a workload placement
algorithm to prove performance. However, they just implement CFT(Crash Fault
Tolerance), cannot guarantee the security and tamper-proof of IoT data.

To ensure the security of IoT data, Novo et al. [13] design a decentralized
access control system that stores IoT data in a permissioned blockchain. Huang
et al. [19] store the blockchain as a DAG to improve performance, and design a
credit-based PoW algorithm to reduce the complexity of the PoW consensus pro-
tocol. However, these works do not use hierarchical consensus protocols. When a
large number of IoT devices are deployed on a large scale, the network overhead
between nodes can become a bottleneck.

CoopEdge+ [20] proposes a hierarchical systematic manner and a consensus
algorithm SL-BFT (Secret Leader-based Byzantine Fault Tolerant) making coop-
erative multi-access edge computing have a superior ability to balance system
throughput and defend against targeted attacks with low overheads. Blockene
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Table 1. Summary of IoT blockchain systems.

System Architecture Consensus Compressed Year

COOPER-SCHED [17] Flat CFT No 2019
Tong et al. [18] Hierarchical CFT No 2016
Novo et al. [13] Flat PoW No 2018
Huang et al. [19] Flat Credit-Based PoW No 2019
CoopEdge+ [20] Hierarchical SL-BFT No 2022
Blockene [21] Hierarchical Prioritized Gossip No 2020
HIChain(ours) Hierarchical PBFT + RAFT Yes 2024

[21] also adopt hierarchical architectures and propose the idea of Consensus by
Committee, that is, not all IoT devices participate in each round of consensus,
which is propagated and coordinated by the upper-layer edge nodes through the
gossip protocol, further improving system performance. However, we adopt a dif-
ferent hierarchical design from the above systems. We also add periodic signature
strategy for optimization, which greatly improved system performance.

3 System Design

3.1 Overview and Key Components

HIChain is deployed across multiple geo-distributed trust domains, where each
domain encompasses multiple edge servers and IoT devices. Figure 2 shows the
overall architecture of HIChain.

Fig. 2. Overall system architecture.

Since traditional consensus protocols incur significant network overhead when
edge nodes are geo-distributed, HIChain employs a three-layer consensus archi-
tecture for processing and storing IoT data. There are three layers in HIChain:
the IoT device layer, the edge server layer, and the cloud server layer.
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IoT Device Layer. IoT devices are sensors that collect timestamped data, such
as measurement points. IoT devices send sensor data to the closest edge nodes
in the second layer. Sensor data is signed with the device’s ECDSA signature to
ensure authenticity and integrity.

Edge Server Layer. Edge servers are grouped into groups, receiving IoT data
and establishing hierarchical Byzantine fault-tolerant (BFT) consensus across all
groups. Edge nodes are responsible for receiving and processing data sent by IoT
devices, verifying their signatures, and batching data into blocks for consensus.
The consensus at the edge server layer consists of two parts: PBFT consensus
within the group and Raft consensus between groups.

Cloud Server Layer. In the cloud server layer, cloud servers receive blocks
after BFT consensus and store them in sub-chains, with each edge server group
generating a sub-chain of blocks. Cloud servers are nodes with high storage
capacity and computing power. They are responsible for the safe and reliable
storage and provide blockchain queries for users. Additionally, sensor data stor-
age is optimized through compression and encoding.

3.2 System Execution Flow

Fig. 3. System execution flow.

Figure 3 shows the execution flow of HIChain:
(1) IoT devices collect sensor data at fixed intervals and send it to the nearest

edge group. Each device applies a digital signature to batches of data collected
over a specific period, instead of signing each individual data point.

(2) Upon receiving the sensor data, the leader of the edge group performs
PBFT within its group (to achieve local consensus) and Raft across all groups (to
achieve global consensus). After achieving global consensus, the verified blocks
are stored in the edge nodes, and their state databases are updated. These blocks
are regularly transferred to the cloud server.

(3) Cloud servers receive the blocks sent by edge groups. The blocks are then
encoded and compressed in the cloud server.
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Algorithm 1: Local Consensus Process
1 RequestReceive:

Input: IoT deivce ID i, sensor data d and signature sig(optional).
Output: sender group Cj, sensor data d.

2 if request is signed then
3 VerifyResult = Verify(sig);
4 PBFTConsensus(Cj, d);
5 CacheData = CacheList[i];
6 for data in CacheData do
7 InsertToBlock(data);
8 InsertToBlock(d);
9 SendToGroup(Ck, block); (k �= j)

10 else
11 CacheList[i].add(d)
12 PBFTConsensus(Cj)

Local Consensus Process. We use PBFT for local consensus. Since we adopt
the periodic signature strategy, not all sensor data has a signature. If sensor
data lacks a signature, it is cached in a queue because it cannot be immediately
verified. The edge node optimistically sends all sensor data to PBFT. Therefore,
after consensus is reached, the sensor data in the block cannot be marked as
valid until its signature is verified. In detail, if the current sensor data is signed,
unverified sensor data (i.e., its predecessors) from the cache queue is retrieved
and processed: (1) If the signature is valid, this group of data is collectively
marked as valid in the block, and Raft is performed across edge server groups.
(2) If the signature is invalid, the sensor data is discarded from the block.

In Algorithm 1: RequestReceive is the process of handling the periodic signa-
ture after the leader of the edge group receives a request; Verify checks that the
signature is valid; CacheList is the cache queue for unsigned data in edge nodes;
SendToGroup sends data to other edge groups; PBFT consensus includes three
stages: Pre-Prepare, Prepare, and Commit.

Global Consensus Process. After the leader node of the edge group completes
local PBFT consensus, it sends the block to other groups using Raft consensus, as
shown in Fig. 3. Once Raft consensus is achieved, the block is considered verified
and persistent, ready for upload to cloud servers. After global consensus, HIChain
performs aggregation calculations on the sensor data in the block, computing
values such as maximum, minimum, and average, which are then stored in the
block header.

4 Periodic Signature Strategy

Since edge nodes and IoT devices lack sufficient computing resources to validate
and sign each piece of sensor data, we propose periodic signature strategy to
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reduce the total number of signatures. In the naive approach, each IoT device
collects and signs a set of data instead of signing each transaction separately,
then transmits it to the edge nodes. However, this increases transaction latency.
In contrast, our periodic signature strategy optimistic assumes all sensor data are
correct, allowing immediate transmission to edge nodes upon generation. Sensors
periodically package and sign previously unsigned data, linking the signatures
to ensure system security.

The periodic signature strategy we propose is inspired by batch processing
techniques used to expedite transaction processing in the blockchain field. Batch
processing treats a group of transactions as a single unit. Similarly, after a sensor
generates a set of data, it can be signed and sent to the edge node in a batch,
thereby increasing the granularity of data signatures and significantly reduc-
ing the computational overhead associated with signature verification. However,
while batch transmission reduces computational overhead, it also increases the
average processing delay, making it less suitable for IoT scenarios that demand
low-latency data processing.

The periodic signature algorithm adopts optimistic thinking, without block-
ing the transmission of sensor data, generates data at a fixed acquisition fre-
quency and sends it to the edge node for consensus immediately, but signs the
data at a certain interval. At the same time, in order to prevent the transac-
tion from being forged, in the edge group layer, the unsigned data completed by
consensus will be temporarily stored in the block because the validity cannot be
determined. According to its own computing power, the sensor regularly packages
and signs the unsigned data it sends, and chains the signature to ensure system
security. In this way, the signature overhead of sensors and the verification signa-
ture overhead of edge nodes are further reduced. This periodic signature method
solves the blocking problem of batch signatures and greatly reduces the compu-
tational overhead of verifying signatures in the process of data consensus. See
function RequestReceive in Algorithm 1 for the detailed algorithm description.

Correctness. The data received by the edge node can be categorized into two
scenarios: 1) If the data is not signed, the edge node will initially perform a PBFT
consensus on the data. Although the validity of the data cannot be immediately
ascertained, it will be temporarily cached in the edge node. The validity of this
data will be determined based on the validity of subsequent data signatures from
the same device. If no signed data from the same device is received before the
edge node synchronizes with the cloud server, the current cache will be cleared,
and synchronization with the cloud server will not occur; 2) If the data is signed,
its consensus process aligns with the existing blockchain system. The validity of
the data is directly established through PBFT consensus. Additionally, data
from the same device that is present in the cache will be retrieved and assigned
the same validity.
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5 Storage Design

5.1 Trusted Storage Process

The cloud server layer combines the blockchain technology with the database
system. The blockchain stores the index and hash summary of data, and stores
complete information such as data, timestamp and signature in the database.
The blockchain ensures the verifiability of data storage and query, but users
are not allowed to directly query the database, and users can only access data
through the query interface of the blockchain system.

In addition, the cloud server will compress the data regularly to improve the
utilization rate of cloud storage. The specific compression strategy is described
in detail in the Sect. 5.2. Each edge group corresponds to a different table in the
database. During data storage, the storage location will be recorded and then
returned to the blockchain system. When the user inquires, the compressed data
will be temporarily restored to complete data, and the storage location and hash
summary will be obtained. This method greatly reduces the storage pressure on
the chain of the system.

Fig. 4. Operations in cloud server.

Security Assurance. Figure 4 shows the process of the system when the sys-
tem stores data and users query. If the storage and query operations of the
on-chain and off-chain separate, the database operation process presents secu-
rity challenges, and if there are security problems during the execution of the
database off-chain, the overall security of the system cannot be assured.

The database in HIChain only supports the remote call of blockchain, pro-
vides query interface and storage interface, and does not provide deletion service
and modification service. The query interface of the database provides the hash
summary of the query data when it returns the data, and the data integrity can
be verified by comparing it with the hash summary stored in the chain. HIChain
considers that the storage and query process needs to be an atomic process, that
is, the process from complete block data to data compression and storage in the
database is a complete transaction, which ensures the atomicity of the server
storage process; Similarly, when querying data from the database, it is necessary



HIChain: A Hierarchical IoT Permissioned Blockchain 261

to restore the original data according to the differences, calculate the hash digest
and return it. This process is also structured as a complete transaction to ensure
the atomicity of the user’s query operation.

5.2 Block Storage Compression

Fig. 5. On-chain storage compression.

When the data is directly stored in the blockchain, each record will contain the
signature, device ID, timestamp and data in the interval signature group. In
addition, data such as hash digest need to be stored in the blockchain. Due to
the huge amount of data generated by IoT devices in the scene, it will consume
a lot of additional storage space.

Given the application of interval signature technology to data, it is logical to
compress and store data groups with the same correctness and interval signature,
and the data timestamp is increasing in the IoT scene, so this paper considers
introducing OLAP [16] dictionary encoding and delta encoding technology to
compress data, which can significantly save storage space. The data compression
process is shown in Fig. 5.

Dictionary Encoding. Dictionary encoding is commonly used in databases
like Oracle [22] to optimize storage and improve query performance. The idea is
to replace repetitive data values with shorter codes, reducing the space to store
the data. This technique is particularly effective for columns with many repeated
values.

Delta Encoding. Delta encoding reduces storage space by storing the differ-
ences between data. This method is particularly effective for handling continuous
data or time-series data, as the differences between consecutive data items are
often small. By storing differences, the required storage space is typically smaller

Because each block is generated in sequence, the timestamp in each block is
not necessarily strictly increasing, but the generation time of the block must be
increasing, so delta encoding technology is applied to encode the data according
to the increasing nature of the timestamp. As shown in Fig. 5, we designs that
each block stores a StartTime, and each piece of data in the block does not store
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a complete timestamp, but only stores the deviation value between the current
data and the start time. Taking every interval signature group as a unit, Min
represents the minimum deviation value of this group of data, Max represents
the maximum deviation value of this group of data, and Location represents the
storage location of this group of data in the database, that is, the table and
index where the data is located, and the data of a signature group is compressed
into one piece of data.

In addition, because a large number of IoT devices generate data at the same
time, there will be a large number of data with the same initial data. Aiming
at this kind of repeated data, we adopts dictionary encoding technology, that
is, the starting time value is stored in the dictionary, and the starting time in
the block does not take the minimum time of the whole block, but takes a fixed
time. As shown in Fig. 5, the server adds a mapping time to the dictionary every
second, that is, a time value is mapped into a shorter integer. Taking a fixed
time interval can ensure the efficiency of dictionary encoding, that is, each time
can be mapped many times to avoid too many elements in the dictionary, and
further compress the block data through this dictionary encoding technology.

When users query data from the cloud server, the server will restore the
compressed data to the original data. The data restoration process is the reverse
process of compressed storage. First, the start time value is restored according
to the dictionary, then the data is restored to the original time according to the
timestamp difference, and the signatures are copied to each piece of data in the
interval signature group in turn, which is restored to the original block data.

6 Experimental Results and Analysis

We implement a permissioned blockchain prototype of HIChain using C++,
and use ResilientDB [23] as the baseline. In the Alibaba Cloud [24] distributed
experimental environment, we verify the effectiveness of HIChain.

6.1 Experimental Setup

The experiment is based on the YCSB benchmark [25], using YCSB-A (read
/write = 0.5/0.5) and YCSB-B (read/write = 0.95/0.05). We also measure
the impact of storage compression on block data to verify the performance of
HIChain storage compression design.

The experimental configuration is as follows: 12 Alibaba Cloud ECS c6
instances (8-core CPU, 16GB RAM), running Ubuntu 22.04. The environment
includes 4 nodes in Chengdu (Western China), 4 nodes in Zhangjiakou (Northern
China), and 4 nodes in Shenzhen (Southern China), with 1 client in each region.
The network between nodes across data centers is 100 Mbps, while nodes within
a data center have 10 Gbps. The RTT between any two nodes is 33.5ms, 36.1ms,
and 38.6ms respectively. We set up experiments with signature intervals ranging
from 0 to 4. ResilientDB [23] uses GeoBFT as a baseline for comparison.
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Fig. 6. System performance.

6.2 Overall Performance

As shown in Fig. 6a and Fig. 6b, we measured system performance by adjusting
different client sending rates. In YCSB-A, GeoBFT achieves the highest through-
put of 57.25 KTPS when the sending rate in each region is 20k (60K total), with
a transaction abort rate of 0.933% and latency of 117.3 ms. HIChain achieves
the highest throughput of 206.63 KTPS with a latency of 164.33 ms when the
sending rate in each region is 70k (210K total). Since the latency begins to rise
sharply beyond this point, the throughput at an 80k sending rate is not consid-
ered the highest value.

6.3 Effects of Periodic Signature Strategy

Fig. 7. Effects of periodic signature strategy.

As shown in Fig. 7a and Fig. 7b, the throughput of HIChain increases proportion-
ally with the number of signature intervals until it reaches stability or decreases.
In this experiment, under the YCSB-A workload, when the number of signature
intervals is 3, the peak throughput of HIChain is about 126.49 KTPS, while
the GeoBFT throughput is about 57.25 KTPS, indicating an improvement of
120.94%; under the YCSB-B workload, when the number of signature intervals
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is 3, the peak throughput of HIChain is about 119.7 KTPS, while the GeoBFT
throughput is about 59.8 KTPS, indicating an improvement of 100.1%. When
the number of signature intervals is 3 and 4, the performance is very close,
because the performance of HIChain theoretically increases linearly until the
sending rate of the YCSB client becomes a bottleneck. As the number of signa-
ture intervals increases, the processing latency of HIChain for both workloads
remains relatively stable, fluctuating between 117.3 and 159.3 ms.

The experimental results demonstrate that the hierarchical architecture and
periodic signature strategy we propose significantly enhance system performance
under both workloads. The periodic signature strategy greatly reduces the com-
putational cost of the consensus process, effectively alleviating the performance
bottleneck of the blockchain system during the consensus stage.

6.4 Storage Compression Performance

To verify the effect of the storage compression algorithm we propose, the experi-
ment is conducted on the transformer dataset ETT [26], which is commonly used
in the field of data analysis and prediction. The selected dataset has a total of
17,421 sensor data, and each sensor data row has 7 columns of sensor data val-
ues. The storage compression effect is related to the number of intervals between
the signatures. We conducted simulation experiments with signature intervals
of 1, 3, 5, and 10. Specifically, when the interval is set to 1, every 2 rows are
compressed into a single row, and the columns are compressed using OLAP data
compression techniques (Fig. 8).

Fig. 8. On-chain storage compression effect.

Experimental results show that the storage compression strategy effectively
reduces the storage space required for sensor data in blocks. The compression
effect increases linearly with the number of periodic signatures.

As the number of signature interval increases, more sensor data is compressed
into a single row, thereby naturally reducing storage space. However, this also
means that more users will need to query the storage location of this compressed
row, concentrating their queries on this group of compressed data. The number of
decompressions during queries can be reduced through caching and other means.
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Therefore, for data storage, the greater the number of intervals, the better the
compression effect.

7 Conclusion

We design an edge cloud collaborative architecture for IoT data based on permis-
sioned blockchain, addressing the performance challenges posed by the limited
computational and storage capabilities of edge nodes in real-world IoT scenar-
ios. A three-layer system architecture is employed to mitigate the network over-
head resulting from the geographical distribution of edge nodes and IoT devices.
The proposed periodic signature strategy reduces the computational complexity
of traditional consensus protocols. Additionally, OLAP encoding is introduced
in the cloud server to compress storage based on HIChain data characteristics.
During distributed experimentation, latency, throughput, and compression effect
of HIChain met the expected performance metrics. Future work will focus on
designing and optimizing efficient query mechanisms for IoT data to further
enhance practical value.
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